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The CIS Critical Security Controls for  
Effective Cyber Defense Now

The CIS Critical Security Controls are a recommended set of actions for cyber defense that provide specific 
and actionable ways to stop today’s most pervasive and dangerous attacks.  A principle benefit of the 
Controls is that they prioritize and focus a smaller number of actions with high pay-off results.  The Controls 
are effective because they are derived from the most common attack patterns highlighted in the leading threat 
reports and vetted across a very broad community of government and industry practitioners.  They were 
created by the people who know how attacks work – NSA Red and Blue teams, the US Department of 
Energy nuclear energy labs, law enforcement organizations and some of the nation’s top forensics and incident 
response organizations – to answer the question, “what do we need to do to stop known attacks.”  That group 
of experts reached consensus and today we have the most current Controls.  The key to the continued value is 
that the Controls are updated based on new attacks that are identified and analyzed by groups from Verizon to 
Symantec so the Controls can stop or mitigate those attacks.
In addition to being grounded in current attack data, the Controls align with numerous other frameworks, such 
as PCI-DSS, ISO 27001, US CERT recommendations, NIST SP 800-53, and the NIST Framework.  The Controls 
don’t try to replace these other frameworks, but they are frequently used by enterprises to make sense of other 
frameworks.  The Controls are a highly practical approach to prioritize the overarching security strategy for an 
enterprise.  Further, once a program for cyber security is in place and operational, the Controls can also be used 
with the Critical Security Controls Measurement Companion to assess the effectiveness of the organization’s 
security efforts.
The Controls take the best-in-class threat data and transform it into actionable guidance to improve individual 
and collective security in cyberspace. Too often in cybersecurity, it seems the “bad guys” are better organized and 
collaborate more closely than the “good guys.”  The Controls provide a means to turn that around.

The CIS Critical Security Controls are the Core of the NIST 
Cybersecurity Framework

Since its release in February 2014, the NIST Framework for 
Securing Critical Infrastructure Cybersecurity has become a 
major part of the national conversation about cybersecurity 
for the critical infrastructure and beyond.  (The Center 
for Internet Security was an active participant in the 
development of the Cybersecurity Framework, and the 
CIS Critical Security Controls are called out as one of the 
“Informative References” that can be used to drive specific 
implementation).
The Framework provides a way to organize, conduct, and 
drive planning on security goals and improvements, for 
individual enterprises and across communities of enterprises.   
But it does not include any specific risk management 
process, or specify any priority of action.  Those decisions 
and judgments are left to the adopter to manage for their 
specific situation and context.
CIS believes that this task is beyond the ability or resources 
of most enterprises to do effectively and repeatedly.  And 
this approach doesn’t recognize the interdependency 
that every enterprise has with its many vendors, partners, 
suppliers, and customers.  This is why the Controls take a 
community-first approach by considering attacks that we 
all face today, translating them into specific actions that are 
embodied in the Controls, and then creating a community 
to help enterprises remove barriers to positive action.  This 
approach emphasizes the common threat that we all face, 
shares the labor and insight needed to identify solutions, and 
does so in a open way that can be explained and shared no 
matter the compliance framework, regulatory framework, or 
demands from the marketplace. 
To the right is an example of the working aids that CIS 
maintains to help our community leverage the Framework.  
This chart shows the mapping from the CIS Critical Security 
Controls (Version 6.0) into the most relevant NIST CSF 
(Version 1.0) Core Functions and Categories. 

Cybersecurity Framework (CSF) CoreCIS Critical Security Controls 
(V6.0)

 1  Inventory of Authorized 
and Unauthorized Devices

 2  Inventory of Authorized 
and Unauthorized Software

 3  Secure Configuration of 
End-User Devices

 4  Continuous Vulnerability 
Assessment & Remediation

 5  Controlled Use of 
Administrative Privileges

 6  Maintenance, Monitoring, 
and Analysis of Audit Logs

 7  Email and Web Browser 
Protections

 8  Malware Defense

 9  Limitation & Control of 
Network Ports, Protocols, 
and Service

10  Data Recovery Capability

11  Secure Configuration of 
Network Devices

12  Boundary Defense

13  Data Protection

14  Controlled Access Based 
on Need to Know

15  Wireless Access Control

16  Account Monitoring and 
Control

17  Security Skills Assessment 
and Appropriate Training

18  Application Software 
Security

19  Incident Response and 
Management

20  Penetration Tests and  
Red Team Exercises
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A Case Study in Auditing the CIS Critical Controls  
at the U.S. Federal Reserve

The U.S. Federal Reserve audit community consists of individually chartered audit functions representing each 
of the 12 regional Reserve Banks.  In recognizing the unique and pervasive nature of cybersecurity risk, the 
collective of Fed internal auditors uses a highly coordinated approach to audit coverage that leverages the CIS 
Critical Security Controls framework.  The approach allows for the prioritization of audit coverage as well as the 
consideration of control effectiveness as demonstrated in previous audits, organized by the Controls, in business 
and IT areas across the Fed.  The prioritized nature of the Controls is also useful to Fed management, informing 
cybersecurity and risk management activities.
Cybersecurity risk applies across all business and IT areas, and risks for individual Reserve Banks may vary.  
Since the Controls are set forth in priority order, they provide a strong starting point for prioritizing audit 
coverage.  The varying levels of control effectiveness in business and IT areas are best known by the local chief 
audit executives and information security officers.  This combination of prioritization and local risk knowledge 
supports an effective balance of cybersecurity audit coverage applied throughout the Reserve Banks.
As part of management’s layered control framework, Fed management assigns an overall maturity score of Fed 
controls organized by the Controls.  Lower assigned maturity scores drive stronger investment and management 
attention.  This aligns the cybersecurity risk focus between management and the internal audit, and improves 
organizational conversations about relative control effectiveness.  It is increasingly apparent that cybersecurity risk 
isn’t just an IT risk – it is an enterprise-wide business risk that requires broad awareness and coordination.  The 
Controls provide a useful framework for both management and auditors for the assessment and management 
of cybersecurity risk.  ©2014 Federal Reserve Bank of Richmond

The CIS Critical Security Controls as the Basis for 
Cybersecurity Audits

Daily headlines of significant cyber intrusions with their associated effects on consumers and citizens have gener-
ated an outcry from the public and lawmakers to demand better performance in cybersecurity for enterprises 
in every sphere.  Executives and board directors have become sensitized to the problem but are, for the most 
part, still largely unaware of how best to protect their IT and sensitive data. 
Jane Holl Lute, Chief Executive Officer of the Center for Internet Security (CIS), frequently meets with CEOs 
and CIOs of major companies and government organizations who are grappling with the cybersecurity problem.  
As the former Deputy Secretary and Chief Operating Officer for the Department of Homeland Security, Jane 
understands the challenges facing leaders who must make tough choices about how to allocate resources to 
cybersecurity.  The problem has shifted from a traditional technology and product view of security to also include 
the executive’s view of the risk to the business.  Therefore our solutions (both as individual enterprises and as 
communities) must bridge this gap in a manner that can be openly described, assessed, shared, and negotiated.
The CIS Critical Security Controls provide a highly practical and useful framework for every organization to use 
for both implementation and assessment.  Because the Controls are developed by the community and based on 
actual threat data, they are an authoritative, industry-friendly, and vendor-neutral approach to assessment and 
auditing of security. 

The Configuration Benchmarks Community
The Center for Internet Security (CIS) develops and distributes secure configuration benchmarks and automated 
configuration assessment tools, and certifies security software products designed to help organizations improve 
their security posture.  The internationally recognized benchmarks are developed through an open, consensus-
based process and are aligned with the CIS Critical Security Controls.  Cybersecurity and industry professionals 
from around the world volunteer to participate in CIS’s open security benchmark development community. 
New and updated benchmark development efforts are continually launched for a wide array of system, network 
and device technologies.  The CIS Configuration Assessment Tool (CIS-CAT) enables organizations to identify 
system vulnerabilities, assess configurations against the benchmarks, and monitor security improvement over 
time.  For more information on CIS-CAT or CIS Benchmark membership, visit cisecurity.org.

Security through Collaboration
The Center for Internet Security (CIS) is a not-for-profit organization that is dedicated to enhancing the 
cybersecurity readiness and response among public and private sector entities.  Utilizing its strong industry 
and government partnerships, CIS combats evolving cybersecurity challenges on a global scale and helps 
organizations adopt key best practices to achieve immediate and effective defenses against cyber attacks.  CIS 
is home to the Multi-State Information Sharing and Analysis Center, CIS Benchmarks, and CIS Critical Security 
Controls.  To learn more, please visit cisecurity.org or follow us at @CISecurity. 

Getting Started: Ask and Answer Key Questions
•   What am I trying to protect? Create a prioritized list of business- or mission-critical processes and inven-

tory the computing assets that map to those processes. This information will be crucial for creating a baseline 
of your current capabilities against the CIS Critical Security Controls.

•   Where are my gaps? For each business- or mission-critical asset, compare existing security controls against 
the CIS Critical Security Controls, indicating the sub-controls that the existing controls already meet and those 
they do not meet.

•   What are my priorities? Based on your identified gaps and specific business risks and concerns, take immedi-
ate tactical steps to implement the Top 5 Controls and develop a strategic plan to implement the other Controls.

•   Where can I automate? As you plan your implementation of the Controls, focus on opportunities to create 
security processes that can be integrated and automated using tools that relieve skilled security and adminis-
trative staff of grunt work. The Controls were specifically created to enable automation. The goal is to more 
rapidly and efficiently deliver accurate, timely, and actionable information to the system administrators and 
others who can take proactive steps to deter threats.

•   How can my vendor partners help? Some vendor solutions significantly improve and automate imple-
mentation for the Critical Controls, especially in terms of continuous monitoring and mitigation. Contact your 
current vendors to see how they can support your implementation of the CIS Critical Security Controls and 
compare their capabilities with other vendor products.

The National Campaign for Cyber Hygiene 
The National Campaign for Cyber Hygiene was developed to provide a plain-language, accessible, and low-cost 
foundation for implementation of the CIS Critical Security Controls.  Although the Controls already simplify the 
daunting challenges of cyber defense by creating community priorities and action, many enterprises are starting 
from a very basic level of security. 
The Campaign starts with a few basic questions that every corporate and government leader ought to be able 
to answer:
•  Do we know what is connected to our systems and networks? (CSC 1)
•  Do we know what software is running (or trying to run) on our systems and networks? (CSC 2)
•  Are we continuously managing our systems using “known good” configurations? (CSC 3)
•  Are we continuously looking for and managing “known bad” software? (CSC 4)
•   Do we limit and track the people who have the administrative privileges to change, bypass, or over-ride our 

security settings? (CSC 5)
These questions, and the actions required to answer them, 
are represented in plain language by the Top 5 Priorities of the 
Campaign: “Count, Configure, Control, Patch, Repeat.”   
To support the Campaign, volunteers have created documen-
tation and toolkits to guide implementation. 
Although the language is simple and catchy, behind the scenes 
each of these questions is associated with a primary CIS Critical 
Security Control that provides an action plan.  The Campaign 
is also designed to align with the first five of the CIS Critical 
Security Controls, the Australian Signals Directorate’s Top 
Four Strategies to Mitigate Targeted Intrusions, and the DHS 
Continuous Diagnostic and Mitigation Program.  This provides 
a strong and defendable basis for the Campaign Priorities, a 
growth path for maturity beyond these basic actions, and the 
benefits of a large community of experts, users, and vendors.
The National Campaign for Cyber Hygiene has been jointly adopted by the Center for Internet Security (home 
of the Multi-State Information Sharing and Analysis Center) and the National Governor’s Association Homeland 
Security Advisory Council as a foundational cybersecurity program across many state, local, tribal, and territorial 
governments.  
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CSC 1
Inventory of Authorized and 

Unauthorized Devices
Actively manage (inventory, track, and correct) all 
hardware devices on the network so that only 

authorized devices are given access, and unauthorized 
and unmanaged devices are found and prevented 

from gaining access.

CSC 2
Inventory of Authorized and 

Unauthorized Software
Actively manage (inventory, track, and correct) all 
software on the network so that only authorized 

software is installed and can execute, and 
unauthorized and unmanaged software is found and 

prevented from installation or execution

CSC 3
Secure Configurations for Hardware 

and Software on Mobile Devices, 
Laptops, Workstations, and Servers

Establish, implement, and actively manage  
(track, report on, and correct) the security 

configuration of laptops, servers, and workstations 
using a rigorous configuration management and 

change control process in order to prevent attackers 
from exploiting vulnerable services and settings. 

CSC 4
Continuous Vulnerability 

Assessment and Remediation
Continuously acquire, assess, and take action 
on new information in order to identify 

vulnerabilities, and to remediate and minimize 
the window of opportunity for attackers.

CSC 5
Controlled Use of  

Administrative Privileges
Track, control, prevent, and correct the use, 

assignment, and configuration of administrative 
privileges on computers, networks, and 

applications.

CSC 6
Maintenance, Monitoring,  
and Analysis of Audit Logs

Collect, manage, and analyze audit logs of events 
that could help detect, understand, or recover 

from an attack. 

CSC 7
Email and Web Browser 

Protections
Minimize the attack surface and the 

opportunities for attackers to manipulate  
human behavior through their interaction with 

web browsers and e-mail systems. 

CSC 8
Malware Defenses

Control the installation, spread, and 
execution of malicious code at multiple 
points in the enterprise, while optimizing 
the use of automation to enable rapid 
updating of defense, data gathering, and 

corrective action.

CSC 9
Limitation and Control of 
Network Ports, Protocols, 

and Services
Manage (track, control, and correct) the 

ongoing operational use of ports, protocols, 
and services on networked devices in 

order to minimize windows of vulnerability 
available to attackers.

CSC 10
Data Recovery Capability

Properly back up critical information with 
a proven methodology for timely recovery.

CSC 11
Secure Configurations for Network 
Devices such as Firewalls, Routers, 

and Switches
Establish, implement, and actively manage (track, report 
on, and correct) the security configuration of network 
infrastructure devices using a rigorous configuration 
management and change control process in order to 

prevent attackers from exploiting vulnerable services and 
settings. 

CSC 12
Boundary Defense

Detect, prevent, and correct the flow of information 
transferring networks of different trust levels with a 

focus on security-damaging data.

CSC 13
Data Protection

Prevent data exfiltration, mitigate the effects of 
exfiltrated data, and ensure the privacy and integrity of 

sensitive information.   

CSC 14
Controlled Access Based 
on the Need to Know
Track, control, prevent, correct, and 
secure access to critical assets (e.g., 

information, resources, systems) 
according to the formal determination 

of which persons, computers, and 
applications have a need and right to 
access these critical assets based on an 

approved classification.

CSC 15
Wireless Access Control
Track, control, prevent, and correct 

the security use of wireless local area 
networks (LANS), access points, and 

wireless client systems.

CSC 16
Account Monitoring and 

Control
Actively manage the life-cycle of system 

and application accounts – their 
creation, use, dormancy, deletion –  

in order to minimize opportunities for 
attackers to leverage them. 

CSC 17
Security Skills Assessment and 

Appropriate Training to Fill Gaps
Identify the specific knowledge, skills, and abilities needed 
to support defense of the enterprise; develop and execute 
an integrated plan to assess, identify and remediate gaps, 

through policy, organizational planning, training, and awareness 
programs for all functional roles in the organization.

CSC 18
Application Software Security

Manage the security life-cycle of all in-house developed and 
acquired software in order to prevent, detect, and correct 

security weaknesses.

CSC 19
Incident Response and Management
Protect the organization’s information, as well as its 

reputation, by developing and implementing an incident 
response infrastructure (e.g., plans, defined roles, training, 

communications, management oversight). 

CSC 20
Penetration Tests and Red Team Exercises

Test the overall strength of an organization’s defenses 
(technology, processes, and people)  

by simulating the objectives and actions of an attacker. 
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Where to Learn More 
Here are some additional resources for effective planning and  

implementation of the CIS Critical Security Controls

1) SANS courses on planning and implementing the CIS Critical Security Controls include:

T W O - D A Y  C O U R S E
SEC440: Critical Security Controls: Planning, Implementing and Auditing

This course helps you master specific, proven techniques and tools needed to implement and audit the 
Critical Security Controls as documented by the Center for Internet Security. 

SEC440 does not contain any labs. If the student is looking for hands-on labs involving the Critical Controls,  
they should take SEC566. 

sans.org/course/critical-security-controls-planning-implementing-auditing

F I V E - D A Y  C O U R S E
SEC566: Implementing and Auditing the Critical Security Controls – In-Depth

The course shows security professionals how to implement the controls in an existing network  
through cost-effective automation.  For auditors, CIOs, and risk officers, the course is the best way  

to understand how you will measure whether the Controls are effectively implemented. 
sans.org/course/implementing-auditing-critical-security-controls

2)   The SANS Solution Directory posts case studies of organizations that have successfully implemented the 
Controls and seen immediate benefits.  
sans.org/critical-security-controls/vendor-solutions

3)  Summits where managers from user organizations and strategists from vendor companies share lessons 
learned and plan for future improvements. 
sans.org/summit

4)   The Center for Internet Security delivers world-class cybersecurity solutions and best practices in order 
to prevent and rapidly respond to cyber incidents to enable an environment of trust in cyberspace.  
cisecurity.org

http://www.cisecurity.org
http://www.cisecurity.org
http://www.cisecurity.org
https://www.sans.org/summit/
https://www.sans.org/critical-security-controls/vendor-solutions
https://www.sans.org/course/implementing-auditing-critical-security-controls
https://www.sans.org/course/critical-security-controls-planning-implementing-auditing
https://www.sans.org
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